Question 1: 


Answer the following questions by clearly circling the most appropriate answer ( 1 point each) 


1. A loss of 


is the unauthorized disclosure of information. 


a. integrity 

b. authenticity 
(^^reliability l_ 

confidential^ 



2. The OSI security architecture focuses on the following aspects of information security: 

protocols, key management and attacks 
K) attacks, mechanisms and services 

c. protocols, attacks and defenses 

d. attacks, defenses and firewalls 

e. key production, key exchange and key management 



3. What type of crypto-analytical attack where an adversary has least amount of information to work 
with? 

a^Known plain text 
/b. ytipher text only 
Plain text only 
d. Chosen ciphertext 


4. The practice of embedding a message in a document, image, video or sound recording so that its 
very existence is hidden is called 

a. anonymity, 
steganography. 

c. non-repudiation. 

d. masquerading 


5. 


* sub ^ uc -' 




d. 


Disruption . 
Replay 
Masquerade 
Service denial 


e. Unauthorized change of the content 
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6. An encryption scheme that requires large quantities of random keys that are as long as the 
messages that have to be encrypted, and are distributed on a regular basis to both sender and 

receiver, is known as: 


a. Key-pad scheme 

b. iPad scheme 

c. crypto-pad scheme 

d. time-pad scheme 
/eT^one-time pad scheme 

7. What characteristic of Digital Encryption Standard (DES) used in Electronic Code Book (ECB) mode 
makes it unsuitable for long messages? 


a. Block fragmentation causes message cipher instability. 

b. Weak keys will produce symmetrical message holes. 

c. Each message block produces a single cipher text block. 

/^jp Repeated message blocks produce repeated cipher text blocks. 

8. In AES, the first and the last round begin with the following reversible part: 


MixColumns 
bj AddRoundKey 

c. ShiftRows 

d. Substitute bytes 

e. Key Expand 


9. How many S-boxes does AES have? 

a. 5 

b. 1 

c. 3 
16 
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10. A way to improve on the simple monoalphabetic technique is to use different monoalphabetic 
substitutions as one proceeds through the plaintext message. The general name for this approach is: 

/ /[ a J polyalphabetic substitution cipher 

b. vernam cipher 

c. product cipher 

d. rail fence cipher 






Question 2: 

1. Define each of the following: 



[ 2 points ] 


Cryptanalysis 




X 


A A* l y c, ) A-»j -#i<c cW -f'L-t gyy/vA.A Cg? M 

Cfypt &^rc{if)iy • 

■ unconditional security 

M, kovO ^ovck Ovv'jof' tVV ^ 

/v^M, ci pAx/~ ^or^~ i?-t U/'bk>'Y 


,* / 



cA><^ 


V 


\ 


2. We can encrypt and decrypt messages written with the full German alphabet. The German alphabet 

•• •• •• 

consists of the English letters together with the three umlauts, A , 0 , U , and the (even stranger) 
"double s" character ft. [ 2 points ] 


a. How large is the key space using monoalphabet? 

V / 0 £ ^ 

b. Monoalphabetic substitution cipher is not secure. Why? 


J-zvns Hc^ UjkffV^. 



ci pAw 




. -'i^i I&acoaCko^ ckcM'v' 

aiX. ocr^p^c a L-y -0\o^ . 

3. Playfair and polyalphabet algorithms both use a keyword. However, polyalphabet is considered 
better than playfair. Why? [ 2 points ] 

PUh/zAr ' s 5> f’ M keM' l,c cko\/>,cJ\ fr*/" 1 s ^ 

( fetch U-O l eihCiw,(l fr? U,- h ”-- ^ ^ 

^ W*Te h cM^na 

4. Explain whafis brute force attack and why it's not the preferred method of attack [ 2 points ] 

H>> <L |\£ ki* <\ p<S)i»Si ioK | 

H6 *~cf prefer^/ My c\M v k CJ ^ 

^ C^IT fc> ow TA/^>tA a, k. cyl( 

[ 2 points ] 

BeoAMte ?f" gwe s -^6^ More u/^>r/VMvfrot\ 

<^L?c2txi~ LoMe^M (c' c"'t 


So if A 


V in. — y 

5. Explain why in one-time pad algorithm repeating the key is not secure. 
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Question 3: 

1 . How many rounds have DES, how big is the key and how big is the block? 

\ io A***/, 5 ^ W,f > G'K-btt 

2. Given the following symbols used in DES { L 0/ Ro, F, XOR, U, R x , K x } 


L 


— — 


[ 1 points ] 


[ 4 points ] 


j. Write the encryption equations to produce L x and R x for one round of DES from U, and R 0 
L~l $-0 

ii. Write the decryption equations to produce L 0 and R 0 from U and Ri calculated in (a) and prove 

the equality. 7 L 0 (£? F C £ o/ &y ) & ^ ^ ) 

Fc? 5- L ( i 

*«. <f) F ( j u = 5 ? ° 

3. Explain the Feistel Cipher Structqre? 1 2 points ] Q 

T f>l %*s>\ U p^v/AVS Kalv/O/ £tA^ 

)a ^A( Fc c\aJ) )( on ia^ 

js&y * 

4. Construct a table for the Playfair Cipher with the keyword INTRAVASCULAR? [ 3 points ] 

» • 

Then encrypt the phrase: "CREATIVE" 




CjlBAT i A 



RajcA 





Question 4 . 




[ l points ] 


[ 2 points ] 




i nf the following stages of AES 
2. Whatistheration^of / 

i shift Row P> r f-VAM ' 

Byte Substituion 


'"• Y . the byte substitution and 

.. r j AES encryption algorithm by swap P' n . g laimed that his algorithm is 

3. An algotitlrm form shift row then bvte substitution ( x po i„,s 1 ^ 

shift row stag* ce. *« ■*" ^yT VO tS® 

hotter. Is it? Whv? ^ ^ »W' (I “fP 

fv'O 


" iM< J *< 

S MW ftefOAOJ frrth or ^ 12 points! 

4 . Explain 2DES meet in the middle attack. 


^ ^ rCt - 

V>» c 5 c, v t e 0 > 


5 . 


„ t hnwever AES is better. Explain how AES is better. 
DES and AES both exhibit strong avalanche effect, how . t ^points I 

- , c] f ;S i+( 

XAoyt ~ of- 


CK N ^vta 1 AC 






JLfc^-t^Ui — — fA— ■ •fre («+<?= — 




TO 



. 1 * jH£s, +k 
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Ah A A-^ 

j ^ fAc> 



ype\ hecc^^i^ -fLuf^ ; 


s 


£© 


Olf u- 


* ffecj- 


Hk 


'*'J 
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5^5 


Aei^L^lf. \ 


\ 



7^ 


7 -^e e//rc-f- /„ 




' (t e/&f -fj^ 


ff*\. i 



A^frtk,^ 9T 


^ Ck 












